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Governing Biometric
Patient Identification

A playbook for hospitals and health systems adopting palm vein or
fingerprint identification, with a California focus

Executive summary

Hospitals are adopting palm vein and fingerprint identification to fix patient matching, one of the
oldest data quality problems in healthcare. Biometrics work: they tie each visit to the right chart and
block duplicate records at registration. They also bring a new kind of risk. A biometric is a credential
that can't be reissued, it is protected health information the moment it is linked to a chart, and in

some states it is regulated whether or not HIPAA applies.

e California has no biometric privacy statute, and that is not a pass. A template linked to a chart is
medical information under the Confidentiality of Medical Information Act, unique biometric data
is covered by the state breach law, and licensed facilities must report unauthorized access to
CDPH and the patient within 15 business days.

¢ The healthcare exemptions are narrower and more uneven than most teams assume. lllinois
largely exempts patient check-in. Texas has no healthcare exemption at all. Washington and
Colorado exempt protected health information but can still reach a vendor's own use of patient
data.

* HIPAA applies regardless. A template linked to a patient's chart is protected health information,

with everything that follows: risk analysis, business associate agreements and breach notification.

* One program beats fifty. A hospital that builds to the strictest rule (notice and choice, templates
only, logged access, a destruction clock and tight vendor terms) is covered almost everywhere

and earns patient trust along the way.

¢ Matching is an Al system. Accuracy varies across people and conditions. Test it on your patients,
keep a human review step, never merge charts on a biometric match alone, and don't repeat a
vendor's accuracy claims without evidence.

* Measure it. Record duplicate record, overlay and misidentification rates before rollout, then

compare them during a pilot. Without a baseline, a hospital can't show the program worked.



1. Why hospitals are turning to biometrics

Every registration desk matches a person to a record using names, dates of birth, addresses and
insurance details. Those details are shared, misspelled, changed and transposed. The Office of the
National Coordinator for Health IT found that patient matching error rates inside a single
organization typically run 10 to 20 percent, and reach 50 to 60 percent when organizations exchange
records. The Pew Charitable Trusts has documented the consequences: duplicate charts, missing

results, repeated tests, delayed treatment and billing errors.

Biometric identification replaces "who do you say you are” with "who you are." The patient enrolls
once by scanning a palm or finger; at later visits a scan finds the right chart in seconds, and an
enrollment that matches an existing patient flags a likely duplicate before it is created. Palm vein
readers are contactless, and vein patterns sit under the skin, so they are less affected by wear than
fingerprints.

2. What makes biometrics different

e It can't be reissued. A breached password is reset. A breached biometric stays breached, so the
design has to assume a template may one day be stolen and make it useless when it is.

¢ A template is still sensitive. Systems store a mathematical template, not an image. That reduces
risk but doesn't remove it: a template linked to a record identifies a person, and a template that
isn't bound to one organization can be replayed elsewhere.

* It identifies, it doesn't just authenticate. A scan that searches all enrolled patients for a match is
an identification system with error rates, thresholds and failure modes. That makes it an Al-style

system to govern, not just a login method.

* Consent is fragile at a registration desk. Patients are sick, rushed and anxious. Consent obtained
there only holds up if the alternative is real and carries no penalty.

3. California first

California has no law like Illinois's BIPA. Broad biometric bills, such as SB 1189 in 2022, have not
passed. That makes it tempting to treat biometric check-in in California as lightly regulated. It isn't:

four existing laws reach it, and two of them carry penalties per patient.



CALIFORNIA LAW

Confidentiality of
Medical
Information Act
(CcMIA)

Health and Safety
Code 1280.15

Data breach law
(Civil Code
1798.82)

CCPA and CPRA

HOW IT REACHES BIOMETRIC CHECK-IN

Medical information is individually identifiable information held by a
provider about a patient's history, condition or treatment. A template
that opens a patient's chart is part of that record, so treat it as medical
information: no disclosure without authorization, reasonable safeguards,
and a private right of action. In May 2026 the California Supreme Court
adopted a patient-friendly standard for CMIA confidentiality claims (J.M.
v. lluminate Education).

Licensed clinics, hospitals, home health agencies and hospices must
prevent unauthorized access to medical information and report it to
CDPH and the patient within 15 business days of detection. Penalties
reach $25,000 per patient, $17,500 per later occurrence, and $100 a day
for late reports, capped at $250,000 per event.

"Unique biometric data" is personal information. A breach notice
involving biometrics must tell people how to alert others that rely on the
same biometric, so they stop using it to authenticate them.

Biometric information is sensitive personal information. Patient
templates held as protected health information or CMIA medical
information are exempt, and nonprofit hospitals are outside the law. A
for-profit provider holding patient biometric data outside the medical
record, for example in a vendor's separate system, should confirm with
counsel whether the CCPA reaches it; statutory damages run $100 to
$750 per consumer per incident for breaches caused by unreasonable
security.

The practical result: a California hospital should govern patient templates as medical information
under the CMIA, plan for 15-business-day reporting, and confirm whether any patient biometric data
sits outside the medical record. The model in section 5 covers all of this.

4. Federal law and other states

Four state laws and two federal frameworks matter most for a US hospital today. The question for
each is not just "does it apply to us?" but "how does it treat identifying patients?"



LAW

HIPAA

lllinois BIPA

Texas CUBI

Washington My
Health My Data
Act

PATIENT CHECK-IN

Applies. Biometric
identifiers, including
finger prints, are listed
identifiers; a template
linked to a chart is
protected health
information.

Likely exempt. Excludes
information captured from
a patient in a health care
setting, or collected for
treatment, payment or
operations under HIPAA;
read broadly in Mosby v.
Ingalls (2023).

No healthcare exemption.
Applies to capture "for a
commercial purpose,”
which the law doesn't
define.

Protected health
information under HIPAA
is exempt. Biometric data
outside HIPAA, including a
vendor's own uses, is
covered as consumer
health data.

WHAT IT REQUIRES

Security Rule
safeqguards, risk
analysis, business
associate agreements
with vendors, breach
notification

For non-exempt uses:
written policy and
retention schedule,
written release before
collection,
destruction, no
profiting from
biometrics

Notice and consent
before capture; no
sale; reasonable care;
destruction within a
year after the purpose

ends

Consent to collect
and share, a privacy
policy, deletion rights,

limits on selling

ENFORCEMENT

HHS Office for Civil
Rights

Private right of
action; since 2024,
repeated collection
from the same
person counts as one

violation

Attorney General
only; up to $25,000
per violation

Attorney General and
a private right of
action



LAW

PATIENT CHECK-IN

WHAT IT REQUIRES

ENFORCEMENT

Colorado Protected health Written biometric Attorney General and
Privacy Act, information held by policy with a retention  district attorneys
biometric covered entities and schedule, breach
amendment business associates is protocol and
(from July 1, exempt. Biometric data destruction
2025) outside that exemption, guidelines; notice and

such as a vendor's own consent; access for

uses, is covered. individuals
FTC Act, Reaches vendors and No unsupported Federal Trade
Section 5 non-HIPAA entities; the accuracy or fairness Commission

FTC's 2023 policy
statement sets

claims; assess

foreseeable harms
expectations for biometric  before collecting;
products. oversee third parties;

train staff

Where patient identification can fall outside the exemptions

* Patient data held outside the medical record. A template stored in a vendor's separate platform,
or used for something other than identifying the patient for care, may not be covered by an

exemption written around treatment, payment and operations.

* The vendor's own uses. A vendor that improves its product, trains models or benchmarks
accuracy using your patients' data is acting outside its business associate role, and state law can
follow it there.

e Patients in states without an exemption. A Texas hospital, or an out-of-state patient seen there,
gets no HIPAA carve-out under CUBI.

This paper is about identifying patients. Staff time clocks, door access and visitor badges are a
separate question: the healthcare exemptions generally don't reach them, and they need their own
program and notices.

5. A governance model

The model below is built to satisfy the strictest rule in each area. It works the same way in every

state, so a health system with facilities in several states runs one program, not several.



5.1 Ownership and policy

Name an accountable owner (usually privacy or patient access, with security as a partner) and adopt
a written biometric policy covering purpose, retention schedule, destruction, breach response and
who may access templates. Colorado requires this policy; lllinois requires one for non-exempt uses;
it is good practice everywhere.

5.2 Notice, consent and a real alternative

e Give a short, plain-language notice before enrollment: what is collected, why, how long it is kept,
who can access it and how to withdraw.

e Capture consent electronically (lllinois accepts electronic signatures) and record the notice
version the patient saw.

e Offer an alternative, usually photo ID, that carries no delay to care, and make sure registration

staff present it as an equal choice.

e Plan for patients who can't enroll or decide: identify emergency arrivals the usual way and offer
enrollment later; set rules for minors and patients with representatives; give patients with limb or
skin conditions the standard path without question.

* Apply the strictest rule when a patient's home state and the facility's state differ, and re-notify
when a patient is first seen in a stricter state.

5.3 Enrollment and matching quality

e Check every new enrollment against existing templates and route a likely duplicate to a person
before a new chart is created.

e Set and document the match threshold, and send low-confidence matches to human review

instead of auto-attaching a chart.
¢ Confirm a second identifier, such as date of birth, at every match.

¢ Never create, link or merge charts on a biometric match alone. Health information management
confirms every merge.

¢ Ask the vendor for accuracy results across age groups, skin tones and conditions such as worn or
injured fingerprints, then test at your own registration desks before go-live.

¢ Monitor false matches and failed matches after go-live, and treat a false match that reaches
clinical care as a patient safety event.

5.4 Template security

e Store templates, never raw images, encrypted at rest and in transit.



e Bind templates to your organization so a stolen template can't be matched in another system,
and confirm you can revoke a template and re-enroll the patient.

e Keep templates separate from the clinical record, linked by an internal identifier, and include the
system in your HIPAA risk analysis.

5.5 Access and audit

Log enroliment, every match and every lookup, with who, what and when, in a log that can't be
quietly edited. Review it the way you review EHR access, and keep the log for the period your
records policy requires.

5.6 Retention and destruction

e Define destruction triggers: consent withdrawn, account inactive for a set period, or the purpose
ended.

e Use a clock no longer than Texas's one-year limit after the purpose ends; it is a defensible default
in every state.

¢ Destroy templates in every location, including backups and the vendor's systems, confirm it, and
record the confirmation.

5.7 Vendor management

* A business associate agreement covering the vendor and its subcontractors.

¢ No secondary use: no model training, product improvement or benchmarking on your patients'
data without written agreement.

e Where data is stored and processed, encryption and template-binding commitments, and audit
rights or independent security reports.

¢ Breach notice fast enough for you to meet your own duties, and a certificate of destruction when
the contract ends.

5.8 Incident response for templates

Add a biometric playbook to your incident response plan: revoke affected templates, re-enroll
patients with a new binding, assess notification duties under HIPAA and state law, and tell patients
plainly what was and wasn't exposed.



6. Measuring whether it works

Hospitals adopt biometrics to fix patient matching, so measure matching. Record a baseline before

rollout and track the same measures through a pilot at one site.

MEASURE

Duplicate record rate

Overlays

Misidentification events

Enrollment and opt-out rates

Match failure rate, by patient

group

Registration time

WHAT IT SHOWS

Whether biometrics stop new duplicate charts at registration

Whether two patients' information still ends up in one chart

Wrong-patient events at the wristband, specimen, medication
or documentation step

Whether patients accept it, and whether the alternative is
genuinely offered

Whether accuracy holds across ages, skin tones and
conditions

Whether it speeds check-in or slows it

Set go and no-go criteria before the pilot starts, and decide on full rollout from the numbers.

7. A 90-day plan

WHEN WHAT TO DO

Days 1 Map every point where patients are identified: registration, emergency arrival,

to 30 bedside and wristband, specimen and medication checks, portal and telehealth.

Record baseline duplicate, overlay and misidentification rates. Confirm your CMIA

and 1280.15 reporting path for template incidents. Map each identification point to

the states it touches and the rules above. Name an owner. Collect vendor contracts

and BAAs.
Days Adopt the biometric policy and retention schedule. Rewrite patient notices and the
3lto alternative workflow. Close vendor gaps on secondary use, binding, breach notice

60 and destruction. Add the system to the HIPAA risk analysis.



WHEN WHAT TO DO

Days Pilot at one site and compare results with the baseline. Turn on access logging and
61 to the review routine. Run a template-breach tabletop exercise. Brief leadership on
90 residual risk and the monitoring plan.

8. Questions to ask a biometric vendor

1. Do you store images or only templates, and how are templates encrypted and bound to our
organization?

2. Can a template be revoked and the patient re-enrolled? How long does it take?

3. What are your false match and failed match rates, by age, skin tone and condition, and on what
population were they measured?

4. Do you use our patients' data to train, improve or benchmark your product? Will you commit in
writing that you won't?

5. Where are templates stored and processed, and which subcontractors touch them?

6. What confidence threshold sends a match to human review, and can we set it?

7. Can the system create, link or merge patient records in our EHR or master patient index? (It
shouldn't.)

8. What do you log, and can we export it?
9. How and when will you tell us about a breach?

10. How do you destroy templates on our instruction and at contract end, including backups, and will
you certify it?

How Prodigium helps

Prodigium's Biometric Patient ID Readiness Review applies this playbook to your hospital: we map
how your patients are identified today and baseline your duplicate and overlay rates, map the rules
that apply in California and your other states, design consent and the alternative path, review vendor
terms, and deliver a measured pilot and a 90-day plan. It runs alongside our HIPAA and clinical Al
work and follows the NIST Al Risk Management Framework and the NIST Cybersecurity Framework
2.0. Book a free 30-minute exposure call.
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an exemption applies depends on the facts of each use and may change; confirm with counsel.

© 2026 Prodigium LLC - prodigiumlic.com - info@prodigiumllc.com


https://datamatters.sidley.com/2023/12/08/in-a-win-for-defendants-illinois-supreme-court-holds-that-health-care-exemption-under-bipa-is-not-limited-to-patients-biometric-information/
https://dwt.com/blogs/privacy--security-law-blog/2024/08/illinois-bipa-biometrics-law-amended-for-damages
https://blankrome.com/publications/meet-cubi-what-companies-need-know-about-texas-biometric-privacy-law
https://www.hunton.com/privacy-and-cybersecurity-law-blog/meta-settles-texas-biometric-data-lawsuit-for-record-1-4-billion
https://www.hunton.com/privacy-and-cybersecurity-law-blog/meta-settles-texas-biometric-data-lawsuit-for-record-1-4-billion
https://www.aoshearman.com/en/insights/my-health-my-data-act-targets-entities-not-subject-to-hipaa-and-provides-a-private-right-of-action
https://www.hunton.com/privacy-and-cybersecurity-law-blog/new-colorado-law-imposes-heightened-requirements-for-the-collection-and-processing-of-biometric-data
https://www.hunton.com/privacy-and-cybersecurity-law-blog/new-colorado-law-imposes-heightened-requirements-for-the-collection-and-processing-of-biometric-data
https://www.irmi.com/articles/expert-commentary/colorado-privacy-act-exceptions
https://www.mayerbrown.com/en/insights/publications/2023/05/federal-trade-commission-issues-policy-statement-on-biometric-information
https://www.mayerbrown.com/en/insights/publications/2023/05/federal-trade-commission-issues-policy-statement-on-biometric-information

